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Abstract: With the rapid proliferation of Internet of things (IoT) devices, the frequency and intensity of attacks targeting
these devices are constantly increasing. Therefore, it’s quite important that security mechanisms are continuously updated
to ensure the safety of [oT devices. However, as public awareness of privacy grows, many datasets are no longer shared,
leading to the emergence of data silos, which hinders the improvement of IoT security. To address this issue, a federated
reinforcement learning-based intrusion detection method was proposed, and experiments were conducted using two datas-
ets from the Internet of medical things (IoMT) and Internet of vehicles (IoV) scenarios. Imbalanced traffic sample distri-
butions were designed for each edge agent to simulate a real-world environment, allowing for the evaluation of the detec-
tion accuracy and robustness of the global model. Double deep Q-network (DDQN) was employed as the reinforcement
learning framework for the edge agents, and the experimental results were evaluated using accuracy, precision, recall, and
F1-score. The results demonstrate that the proposed method exhibits strong robustness and detection accuracy.
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for n=1, ---, Ndo
for Agent; do
W=W,s
w+—AGENTTRAIN();
end for
w,—3(3);
end for
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SR . WEIE T, AR RIS HETRAS s,
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& done. BB MATM AR G, a» 7 Soo
done) fEAifi B30 Bl AF 45 M T o Bl 5 NZEAE
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square error) 151 2% BRETH B 2 AT S 5w, I 2k
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RAE(s, a, r, s,.,, done)E| M,
BEALA M H1HL(s, a, 7, s,.,, done);
a'=n(s,..);
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if count % TUF=0; then
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end for
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WA a, v,
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if a=y, then

if =T then
done=TRUE;

else
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return s,.,, 7, done,
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